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HAWA DDS Due Diligence System procedures
The purpose of these procedures is to outline the role of HAWA DDS PMU in the implementation and maintenance of the HAWA DDS Platform.
Specifically to:
· Provide further detailed explanation of key terms and definitions within the Standard & Policy documents
· Provide instruction of processes to implement important activities & functions.
· Provide further details of roles and responsibilities of important positions in operating HAWA DDS Platform while applying the HAWA DDS Standards
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[bookmark: _Toc74650892]Definitions
Fraud is a general term for dishonest, unethical or illegal act or practice. Corruption is dishonest or fraudulent conduct by those in power, typically involving bribery. 
Bribery is the act of giving money, goods or other forms of recompense to a recipient in exchange for an alteration of their behaviour to the benefit or interest of the giver that the recipient would otherwise not alter. Also, the offering, giving, receiving, or soliciting of any item of value to influence the actions of an official or other person in charge of a public or legal duty is considered bribery. The following are some simple examples of bribery:
A client offers to pay some money or a gift to secure a positive audit outcome. 
A potential supplier offers money or a gift, in order to influence a tender process. 
A job applicant offers to pay to increase his/her chance of being offered employment.  
Facilitation payments are a form of bribery made for the purpose of expediting or facilitating the performance of a public official for a routine governmental action, and not to obtain or retain business or any improper business advantage. Facilitation payments tend to be demanded by low level officials to obtain a level of service which one would normally be entitled to. 

[bookmark: _Toc74650893]Acronyms
DDS	Due Diligence System
DCS	Documented Control System
PEB	Platform Executive Board
SMC	System Members Council
PMU	Project/Platform Management Unit 
HAWA DDS Management: a general term to include both HAWA DDS PMU and PEB   
[bookmark: _Toc289945256]
[bookmark: _Toc74650894]Introduction
The HAWA DDS is an IT platform operating on international level standard set basis in line with Voluntary Partnership Agreement VPA/FLEGT between Vietnam and EU with the purpose to help operators in forestry and woodworking industries to prove timber origin legality and to perform responsible timber trade.
This Procedure together with its Annexes (if any) outlines the key steps in implementing the Standards in daily operation of HAWA DDS Platform, detailed explanations of  principles mentioned in the document “HAWA-POL-01”, and provide clear guidance of roles and responsibilities of personnel in charge.
This Document’s objective is to cover all the procedures and instructions relating to all the functions, activities of the HAWA DDS Platform in reality. Therefore, it will be completed gradually during a “continuous improvement” process of applying HAWA DDS Core Material in factual operation of HAWA DDS Platform with regards to the consultation and feedbacks from all key stakeholders from different perspectives.
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The following procedures are applicable to HAWA DDS management, verification and monitoring process within the platform to assure the impartiality and reduce the risk derived from conflict of interest: 
Any individual engaged with activities within HAWA DDS or decision-making processes, including the HAWA DDS Executive Board members and System Members Committee (SMC) members as well as VB members, shall sign a conflict-of-interest statement and disclose any actual or potential conflicts of interest. Such disclosures are then analysed and appropriate risk mitigation measures shall be undertaken; 
HAWA DDS PMU and PEB shall identify, document, analyse and mitigate risks of impartiality wherever there may be a change to the organisation that may affect risks of impartiality; 
External oversight of HAWA DDS’s impartiality report is provided periodically by an independent Monitoring Body (See HAWA DDS-STD-04). Furthermore, oversight of HAWA DDS’s impartiality report is through the SMC which meets at least annually. The Council’s terms of reference are described in the SMC tasks description, which shall be developed by the PMU and PEB in consultation with platform members when the Platform has been completed the major parts.
Dispute resolution is conducted by the SMC members, who are not involved in the subject of a dispute, in compliance with complains & dispute settlement requirements mentioned in the HAWA-DD-05 document and the process regulated in the Complains & Disputes Settlement Article of this document.
An IM is not allowed to conduct VB services within HAWA DDS at the time of conducting the monitoring activities.
The fairness of HAWA DDS Platform is assured through the roles & operation of the SMC and Independent Monitor following related standards and requirements regulated on HAWA-DD-05 and HAWA-DD-06
[bookmark: _Toc74650896]Anti-corruption
[bookmark: _Toc74650897]Scope 
This procedure covers: bribes; gifts and hospitality; facilitation payments; political contributions; charitable contributions. 
The procedure applies to all individuals who perform work on behalf of HAWA DDS, including HAWA DDS employees, contractors and HAWA DDS board members (for simplification, referred to as employees elsewhere in this policy). In the context of this procedure, third party refers to any individual or organisation with whom employees may come into contact during the course of their work for HAWA DDS. 
[bookmark: _Toc74650898]Fraud, corruption and bribery 
The purpose of this procedure is to establish controls to ensure employees behave ethically and with integrity and to ensure that HAWA DDS’s business is conducted in a socially responsible and ethical manner and in compliance with all applicable legislation. HAWA DDS has a zero-tolerance approach towards bribery, corruption and fraud. 
HAWA DDS are committed to acting professionally, fairly and with integrity in all our business dealings and relationships wherever HAWA DDS operate. HAWA DDS are committed to implementing and enforcing effective systems to counter bribery, corruption and fraud. HAWA DDS is committed to uphold all laws relevant to countering bribery, corruption and fraud in all the jurisdictions in which HAWA DDS operate. 
HAWA DDS maintains Integrity Registry, are registered for transparency and possibility of monitoring. 
The PMU Manager is responsible for registration of relevant cases in the registry and informing the Executive director on any cases. 
HAWA DDS PEB Chairman is responsible to monitor the Integrity Registry periodically and to take appropriate actions when potential fraud, bribery or corruption is suspected, including informing HAWA DDS Board. 
[bookmark: _Toc74650899]Bribery 
Employees must not engage in any form of bribery, either directly or through any third party (such as an agent, distributor or as sponsor). Employees must not accept any bribes from third parties. Where the offer or receipt is intended for an employee’s family or friends, or when bribery takes place through third parties, it is still considered to be a bribe. 
Gifts and hospitality 
Employees shall not receive or provide gifts or hospitality, which is above normal and reasonable levels, as defined below. Employees must not offer or give any gift or hospitality: 
· which could be regarded as illegal or improper, or which violates the recipient’s policies; OR 
· to any public employee or government officials or representatives, or politicians or political parties[footnoteRef:1]; OR  [1:  Exchange of gifts during public ceremonies and covering of costs in connection with relevant training activities, study tours and so on is not considered as bribery.] 

· which exceeds 2.000.000 VND value for each individual gift or 2.000.000 VND in value for each hospitality event (not to exceed a total value of 20.000.000 VND in any financial year), unless approved in writing by the Executive Director and registered in HAWA DDS Integrity Registry. 
Employees may not accept any gift or hospitality from third parties if: 
· it exceeds 2.000.000 VND in value for each individual gift or 4.000.000 VND in value for each hospitality event (not to exceed a total value of 20.000.000 VND in any financial year), unless approved in writing by the Executive Director and registered in HAWA DDS Integrity Registry; OR 
· it is in cash; OR 
· there is any suggestion that a return favour will be expected or implied. HAWA DDS appreciate that the practice of giving business gifts and hospitality varies between countries and regions and what may be normal and acceptable in one region may not be in another. 
There may thus be exceptional cases when gifts or hospitality above the limits defined previously in this policy are not appropriate to decline. The test to be applied is whether in all the circumstances the gift or hospitality is reasonable and justifiable. The intention behind the gift should always be considered. Any cases, when gifts above the limits detailed in this policy previously are accepted, shall be reported to HAWA DDS Quality Manager and registered in the HAWA DDS Integrity Registry. 
[bookmark: _Toc74650900]Facilitation payments 
It is HAWA DDS policy not to pay any facilitation payments. HAWA DDS recognise that employees may be faced with situations where there is a risk to the personal security of an employee or his/her family and where a facilitation payment is unavoidable. In such cases payment can be made, keeping it to minimum possible level. 
However, the person shall report the amount and circumstances to HAWA DDS Quality Manager for registration in HAWA DDS Integrity Registry. 
[bookmark: _Toc74650901]Donations and support 
HAWA DDS does not make political donations or contributions. Charitable support and donations by HAWA DDS are acceptable. HAWA DDS only makes charitable donations which support the missions and vision of HAWA DDS and are ethical and legal. Any charitable donations made on behalf of HAWA DDS shall have prior approval from PEB chairman shall be publicly disclosed.
If complainant suspect or have been victim of fraud, corruption or bribery. If employees are offered a bribe or in other ways are proposed to partake in corrupt or fraudulent behaviour, the employees must refuse and refer to this HAWA DDS policy. Employees shall also inform their line manager, the Executive Director or a staff appointed Board Member as soon as possible. 
The only exception where payment may not necessarily be avoided is when health and security is seriously at risk. 
If employees become aware or suspect that any individual related to HAWA DDS or performing tasks on behalf of HAWA DDS, is or will potentially be engaged in fraud, corruption or bribery, it is the responsibility of the employee to inform relevant HAWA DDS about this. Employee may inform their line manager, the Executive Director or a staff appointed Board Member. 
Any instances of actual or potential bribery are properly and promptly investigated, including: 
Confirming whether or not a bribery or other corrupt act has taken place, and to identify who was responsible. 
Confirm whether internal controls and anti-bribery procedures have worked in practice. - Identify any improvements required to anti-bribery procedures. 
Determine the appropriate subsequent action, depending on the findings of the investigation. This may include disciplinary procedures and external reporting. 
[bookmark: _Toc74650902]Protection of employees 
Employees who refuse to accept or offer a bribe, or those who raise concerns or report known or potential wrongdoings, may be worried about possible repercussions. HAWA DDS encourages openness and will support anyone who raises genuine concerns in good faith under this policy, even if they turn out to be unfounded. Proper consideration will be given to confidentiality of the individuals reporting possible cases of bribery or corruption. HAWA DDS is strongly committed to ensuring no one suffers any detrimental treatment as a result of refusing to take part in bribery or corruption, or because of reporting in good faith their suspicion that an actual or potential bribery or other corruption offence has taken place or may take place in the future. 
Detrimental treatment includes dismissal, disciplinary action, threats or other unfavourable treatment connected with raising a concern. If complainant believe that complainant have suffered any such treatment, complainant should inform to either one of the following positions: Human Resource Manager, PMU Manager or a member of PEB immediately. If the matter is not remedied, and complainant are an employee, complainant should raise it formally using HAWA DDS Dispute Resolution Policy.
[bookmark: _Toc74650903]Confidentiality
Our procedures aim to maintain the trust of our partners that commercially sensitive and other types of confidential information received from them or from other sources will not be revealed to unauthorised parties. Any HAWA DDS staff or consultants who are found in deliberate breach of our confidentiality rules will be removed from participation in HAWA DDS activities. HAWA DDS reserves the right to initiate legal action against any party in breach of a confidentiality agreement.
All HAWA DDS personnel are required to sign a confidentiality agreement with HAWA DDS where they agree to maintain complete confidentiality in terms of all client documentation, interviews, conversations, and any information related to the certification assessment or audit process pertaining to the organisation/source being evaluated. 
HAWA DDS staff shall not make or distribute copies of any documents or reports or discuss the content of these reports with other parties unless specifically authorised by HAWA DDS PEB Chairman together with approval from the Operator’s legal representative person whose business is related in the content to be disclosed.
In case of receiving requirements from the government or any state agencies about data & information sharing, the PEB shall consider the appropriateness of the requirement with VPA/FLEGT & VNTLAS, and consult the SMC about the effect of this sharing on members’ legitimate rights and benefits, thereby deciding what is suitable to share and to what level is appropriate
Operator members must be able to decide what data to share, who to share, and how to share, while still prioritize to comply the “Transparency principle”
All documents, data and other evidence provided by users of the HAWA DDS Platform are stored in a securely protected cloud server hosted by HAWA DDS.  During the process of evidence uploading or information inputting into the platform, if there are any places or steps that may contain risk of confidentiality disclosure unintentionally by the operator members, there shall be warnings/reminders on the platform interface.
When in doubt about the confidential nature of information, auditors should refer questions or public requests for information directly to their supervisor.
The confidentiality principle do not apply to information which is already public and/or which is required to be publicly available under the rules of the applicable certification scheme, regulation, law or contractual arrangements. Public information includes, but is not limited to:
· information found in the public summary sections of the audit report (the client can always review and comment on the report prior to publication);
· information provided by the client for use on the certification related websites (e.g. certified products, species, area)
· information about the client organisation, received from sources other than the client, which is not of a sensitive nature;
· information that is available in the public domain.
HAWA DDS aims to follows the best practices in relation to IT security and applies reasonable security measures to safeguard all electronic client information and communication by complying the OWASP Top 10 - 2017

[bookmark: _Toc74650904]Complaints and disputes settlement process
HAWA DDS Management aims to carry out its work to the highest professional standards and to deliver an efficient and effective service. HAWA DDS are committed to continual improvement. This includes handling complaints carefully in an open and courteous way by investigating the matters raised thoroughly and replying as quickly as possible.
HAWA DDS has an internal three-stage complaints process. The HAWA DDS Management will do all they can to resolve complainant complaint at the first stage, but if complainant is not satisfied with our response or complainant are unhappy with the way HAWA DDS Management have handled complainant complaint, complainant can ask for complainant complaint to be reviewed. How to complain and details of our procedure are set out below along with how complainant can expect us to handle complainant complaint.
[bookmark: _Toc74650905]Formal Complaints
Definition of complaint
HAWA DDS can consider complaints about the HAWA DDS Platform. Any expression of dissatisfaction about the actions or inactions by the HAWA DDS, or its staff, affecting one or more members of the public or an employee of an Operator or member of HAWA DDS shall also be considered by the complaint’s procedure. 
Who can complain?
Anyone who comes into contact with HAWA DDS and is unhappy or dissatisfied can complain. For example, complainant could be a member of the public or an employee of an Operator using the HAWA DDS. 
Time limit for complaints
In order to ensure that complaints are dealt with properly, HAWA DDS shall not accept complaints that are made more than 12 months after the event being complained about or being brought to the attention of the complainant.
Complaint management (Stage One)
Once a complaint is received in writing, HAWA DDS shall acknowledge receipt within five working days of receipt. That acknowledgement shall provide an indication as to who will be responsible for responding to complainant and a reply shall be delivered to the complainant.
HAWA DDS shall respond to complaints within 20 working days of the complaint arriving. 
If HAWA DDS is unable to respond within 20 working days because, for example, the matters complainant raises require more detailed investigation, HAWA DDS shall inform the complainant.
What happens if complainant is not satisfied? (Stage Two)
HAWA DDS shall make every effort to satisfactorily resolve complaints in the first instance. However, if complainant is not satisfied by the resolution or by the way that complaint was handled, complainant should contact either one of the following institutions within HAWA DDS: PMU office, SMC member, or PEB member; or directly send the complaint to the email: support@hawadds.com.
The one who receive the complaint then shall arrange for the case to be reconsidered by a member of staff who was not previously involved in handling complainant complaint. This stage will involve a full independent review of the handling of complaint and all associated papers. The outcome of this review will be communicated to complainant in writing.
If complainants are still not satisfied (Stage Three)
If complainant is dissatisfied by the outcome of the independent review, complainant can request that the matter be referred to the SMC, who will consider whether:
complaint has been handled properly;
HAWA DDS response was appropriate; and
whether any further action is necessary.
Complainant will be sent the outcome of this review into how complainant complaint was dealt with.
[bookmark: _Toc74650906]Independent Monitoring
HAWA DDS is committed to maintain the credibility and integrity of the HAWA DDS. In doing so HAWA DDS shall arrange an external party to evaluate and monitor the implementation of the HAWA DDS Platform and associated activities, such as third-party verification of auditors and claims made by Operators and Verification bodies. 

[bookmark: _Toc74650907]Recognition of Verification Bodies
Organisations operating as Verification Bodies (VBs) to provide verification of the due diligence system of Operators shall be recognised by HAWA.
[bookmark: _Toc74650908]Application process 
HAWA will not accredit VBs as such. However, HAWA DDS shall ensure that VBs providing verification under the HAWA DDS register with HAWA DDS and submit evidence to document that they meet the requirements of the HAWA DDS-DD-04. The following documentation and information shall be provided:
Name
Address
Responsible person
Accreditation status with relevant certification schemes
Accreditation numbers
List of auditors along with records of qualifications
Indication of experience relevant to timber legality and due diligence verification
List of countries of relevant experience and/or staff
[bookmark: _Toc74650909]Review of Member application
HAWA DDS PMU shall evaluate the information submitted by the VB and evaluate if the VB can be considered to meet the requirements of HAWA DDS.
HAWA will acknowledge the receipt of an application for recognition within 5 working days.
HAWA shall ensure that all relevant documentation is received.
The review shall be conducted by a Review Panel appointed by HAWA PMU.
The Review Panel shall provide a summary of the review to the HAWA DDS Board within 6 weeks of receiving the application and/or all relevant documents.
[bookmark: _Toc74650910]Recognition
The HAWA DDS Board shall make the final decision of recognition, based on the recommendation form the review panel.
The Recognition decision shall be made in writing and documented by HAWA DDS.
Upon successful recognition, HAWA DDS shall publicly display the name and contact of the recognised VB on a dedicated page on the HAWA DDS.
HAWA DDS shall provide the Applicant VB with a written response of the result of the recognition review within 2 months from receiving the application.
[bookmark: _Toc74650911]Approval of Operators
Before an Operator can enter material into the HAWA DDS, they shall register and receive approval from HAWA DDS PMU.
The approval of Operators shall follow the following procedure
[bookmark: _Toc74650912]Application
The Operator shall submit an application to HAWA DDS directly on the HGAWA DDS Platform.
The application shall contain the following information:
1. Company Name
2. Address
3. Owner
4. Type (FMU, Trader, Transport, Processing…etc)
5. Overview of material origin
a. Species included
b. Countries of origin
6. Operator Classification level
a. Class 1
b. Class 2
c. Unidentified
7. Certification status (FSC, PEFC, Other)
a. Type of certification
b. Certification number
c. Certification body
d. Scope of certification
[bookmark: _Toc74650913]Review by HAWA DDS PMU
Before a Operator is approved to enter material, HAWA DDS PMU shall evaluate the information uploaded. The review shall evaluate the completeness of information and documentation provided by the Operator. If incomplete information is received, HAWA DDS shall contact the Operator and request full information to be uploaded.
The review of information shall be recorded in the file management system and archived in the HAWA DDS PMU office and include record of what was reviewed, who conducted the review, data and a conclusion of the review.
After a new Operator is approved as a member of the HAWA DDS, HAWA DDS staff in charge will click the “Approve” button on the HAWA DDS Platform PMU account, and the operator will receive the notification on their accounts directly.
[bookmark: _Toc74650914]Approval
Based on the review report, the HAWA DDS PMU shall make decision on whether to approve the applicant or not. The final decision shall be recorded and stored in the file management system and archived in the PMU office.
[bookmark: _Toc74650915]HAWA DDS documents
The HAWA DDS is implemented using a series of programme documents as well as due diligence system documents and templates.

The following documents constitutes the HAWA DDS procedures and standards. This handbook serves as the primary source of guidance for auditors and other personnel involved in the management of the HAWA DDS Platform. 
[bookmark: _Toc430349333][bookmark: _Toc430349334]
[bookmark: _Toc430349335]Table 1. List of HAWA DDS documents
	[bookmark: _Toc430349336][bookmark: _Toc430349337]Document code
	[bookmark: _Toc430349338]Document title
	[bookmark: _Toc430349339]Description

	HAWA-POL-01
	HAWA PMU DDS Policy
	Policy for the HAWA DDS PMU. Overall policies for the implementation and management of the HAWA DDS

	[bookmark: _Toc430349345]HAWA -DD-01
	[bookmark: _Toc430349346]Material Entry Requirements
	[bookmark: _Toc430349347]Outlines normative requirements for material entry into the HAWA DDS Platform. In order for material to be entered and approved into the HAWA DDS Platform there shall be evidence that the requirements of this standard have been met.

	[bookmark: _Toc430349349]HAWA -DD-02
	[bookmark: _Toc430349350]General requirements for operators
	[bookmark: _Toc430349351]Standard outlining the requirements for Operators submitting material into the HAWA DDS. 

	[bookmark: _Toc430349353]HAWA -DD-03
	[bookmark: _Toc430349354]Due diligence requirements for Operators
	[bookmark: _Toc430349355]Standard containing the requirements for Operator due diligence.

	HAWA -DD-04
	Verification body requirements
	Requirements for independent verification bodies providing verification services top Operators. The standard contains normative requirements to be met by VBs operating under the HAWA DDS. The standard shall be met by any organisation providing verification services to Operators entering their material into the HAWA DDS.

	HAWA -DD-05
	Platform requirements
	Standard containing the requirements for the HAWA DDS Platform in terms of functions.

	[bookmark: _Toc430349357]HAWA -DD-06
	[bookmark: _Toc430349358]Independent Monitor Selection requirements
	[bookmark: _Toc430349359]Requirements for HAWA DDS and for the Independent Monitoring organisation providing oversight of the overall implementation of the HAWA DDS.

	[bookmark: _Toc430349361]HAWA DDS-DD-07
	[bookmark: _Toc430349362]Glossary & Acronyms
	[bookmark: _Toc430349363]Overview of terms and definitions used in the HAWA DDS

	HAWA-PRO-01
	HAWA DDS Platform Procedures
	This document. Procedures for the implementation of the HAWA DDS

	[bookmark: _Toc430349365]HAWA-PRO-02
	General Procedures for Operators
	General system management procedures. This document is used in combination with the HAWA-PRO-03

	HAWA-PRO-03b
	Due Diligence Procedure for Operators
	Due diligence procedure, setting out the core procedures for conducting due diligence. 

	HAWA-TMP-01
	Commitment statement for Operators
	Statement indicating our commitment to abide by the HAWA Principles.

	HAWA-TMP-03
	Risk identification checklist
	This checklist is used to record the risk identification results for each supply chain.

	HAWA-TMP-04
	Supply Chain Mapping Tool 
	The tool is used to collect and manage information about sub-suppliers and sources of specific suppliers upstream from our direct supplier.  

	HAWA-TMP-05
	Supplier Audit Report Template
	Report template to be used when Operators audit their suppliers.

	HAWA-TMP-06
	Supplier Information Form
	Form to collect information of Operators’ suppliers. This form is to be used with TMP-07 to collect information about suppliers and the products/material they supply to Operators. 

	HAWA-TMP-07
	Supplier information letter
	Letter template for Operators to ask for information from suppliers and their consent to provide information, samples and allow on-site auditing.

	HAWA-TMP-08
	Supplier Management Form
	Operator master document used to evaluate supplier information. It facilitates entry of relevant information about suppliers, sources and products as well as related risks identified using the risk identification checklist. 
.


[bookmark: _Toc74650916]Standard and system revision & updating
All documents included as part of the HAWA DDS shall be reviewed regularly, at least every two years.
The review shall include the evaluation of all standards, documents and procedures.
The review and revisions shall be made publicly available through HAWA DDS’s website.
The HAWA DDS Platform Executive Board (PEB) or Directors is ultimately responsible for the HAWA DDS Platform and shall make the final decision on any revisions to the HAWA DDS.
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